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1 Introduction.

1.1 Who Should Use This Guide?

This guide is written for Lasernet Developers. It is intended primarily as a reference to the different Microsoft
Azure Storage functions in Lasernet.

It provides the information required for successfully integrating Microsoft Azure Storage and Lasernet in your
business.
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2 Terms of Use.

No part of this publication may be reproduced, transmitted, transcribed, or translated into any language in
any form by any means without the prior written permission of Formpipe Software. The information in this
manual is subject to change without notice. Any company names or data is fictive unless otherwise stated.

Formpipe Software shall not be liable for any loss or damage whatsoever arising from the use of this manual
and the information contained therein (including errors or omissions).

Trademarks of other companies mentioned in this document appear for identification purposes only and are
the property of their respective companies.

© 2025 Formpipe Software
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3 Azure.

3.1 Microsoft Azure

Microsoft Azure is a cloud computing platform and infrastructure created by Microsoft for building, deploying,
and managing applications and services through a global network of Microsoft-managed data centers.

Lasernet gives access to a limited subset of services in Azure — namely the Storage and Service Bus.
Storage is only partly supported, as Lasernet only interfaces with BLOB and Queue.

Azure Storage Blob is a service that stores unstructured data in the cloud as objects/blobs. Blob storage
can store any type of text or binary data, such as a document, media file, or application installer. Blob
storage is also referred to as object storage.

Azure Storage Queue is a service for storing large numbers of messages that can be accessed from
anywhere in the world via authenticated calls using HTTP or HTTPS. A single queue message can be up to
64 KB in size, and a queue can contain millions of messages, up to the total capacity limit of a storage
account.

Common uses of Storage Queue include:

e Creating a backlog of work to process asynchronously.
e Passing messages from an Azure web role to an Azure worker role.

The maximum time that a message can remain in the queue is 7 days.

Azure Service Bus is a service that provides a multi-tenant service for connecting application through the
cloud. A single service by message can be up to 256 KB or 1 MB in size depending on your subscription.

This manual assumes user familiarity with Microsoft Azure services and focuses only on configuring Lasernet

to interface with the Storage Queue and Service Bus. For more information about Microsoft Azure Services
please visit the Azure Website (https://azure.microsoft.com).
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3.2 Lasernet Components Overview
Lasernet for Microsoft Azure consists of the following components:

3.2.1 Azure AD Auth Modifier (Microsoft Entra ID)

The Azure AD Auth modifier logs into Microsoft Entra ID for a given user and returns an access token, which
can be used to access different services in Azure.

3.2.2 Azure Hybrid Connection Input Module

The Azure Hybrid Connection input module provide an easy and convenient way to connect the Web Apps
feature in Azure App Service and the Lasernet Azure SAS Auth output module to a Lasernet Server running
on-premises behind the firewall.

3.2.3 Azure SAS Auth Modifier

Azure SAS Auth Modifier Shared Access Signatures (SAS) is the primary security mechanism for Service
Bus messaging. It exchanges a connection string with a token to be used with either the SOAP Web Service
module or the HTTP module. With the Azure SAS Auth modifier, Lasernet can both act as client (Azure SAS
Auth) and server (Azure Hybrid).

3.2.4 Azure Storage Input Module
The Azure Storage input module enables Lasernet Server to retrieve files from BLOB storage or receive
messages sent via a Queue.

3.2.5 Azure Storage Output Module
The Azure Storage output module enables Lasernet Server to store files in BLOB storage or send messages
via a Queue.

3.2.6 Azure Storage Connection
An Azure Storage connection is used by an Azure Storage Command to authenticate Lasernet with Microsoft
Azure Storage.

3.2.7 Azure Storage BLOB Command

The Azure Storage BLOB command is able to perform one of five commands:
* Create Container

* Delete container

* Upload BLOB

» Download BLOB

* Delete BLOB

7 Lasernet Azure 10
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3.2.8 Azure Storage Queue Command

The Azure Storage Queue command is able to perform one of five commands:
* Create Queue

* Delete Queue

* Insert Message

* Peek Message

* Get Message

3.2.9 Scripting

Script support enables you to batch call your Azure Storage commands in sequence.

3.2.10 Azure Service Bus Input Module
The Azure Service Bus input module enables Lasernet Server to receive messages from a Service Bus
Queue or a Topic/Subscription.

3.2.11 Azure Service Bus Output Module

The Azure Service Bus output module enables Lasernet Server to post messages to a Service Bus Queue or
Topic.

8 Lasernet Azure 10
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3.3 Troubleshooting and Support

For technical support please contact your local partner or reseller.

Email help can be reached via support.lasernet@formpipe.com

9 Lasernet Azure 10
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4 Reference.

4.1 Azure AD Auth Modifier (Microsoft Entra ID)

The Azure AD Auth modifier logs into Microsoft Entra ID for a given user and retrieves a token which can be
used to access different services in Azure. This could be SharePoint, Exchange, or custom web services
developed by third parties, which you want Lasernet to communicate with. It can also request different
scopes, which determine what Lasernet can access, if granted.

Azure AD Auth Properties

@ ¢

General Setup

Tenant ID:
Client ID (iss):
Client Secret:
Scope:
Redirect URI: @:
Endpoint: vL0 @) v2.0
Resource: Re enae
Obtain Authorization. .. Refresh Access Token ok Cancel

Tenant ID The ID of the AAD directory in which you created the application.

Client ID (iss) Credentials (ID) for Microsoft Entra ID Authentication.

Client Secret Credentials (Secret key) for Microsoft Entra ID Authentication.

Scope The request may have one or more scope values indicating additional
access requested by the application. The authorization server will need to
display the requested scopes to the user. The setting is optional.

Redirect URI The redirect URI is the URL within your application that will receive Microsoft
Entra ID credentials.

Endpoint Select between Endpoint version v1.0 or v2.0.

Resource Shows the ID of the API that the modifier wants to access on behalf of the

user.
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4.1.1 Joblnfos
The Azure AD Auth modifier (Microsoft Entra ID) sets a Joblinfo.

OAuth2AccessToken Value of the OAuth 2.0 access token.

4.2 Azure Hybrid Input Module

The Azure Hybrid Connection Input module provides an easy and convenient way to connect the Web Apps
feature in the Azure App Service, or the Lasernet HTTP Output module (with Azure SAS Authentication), to a
Lasernet Server running behind a firewall.

Azure Hybrid Connection Properties

e (;

General Setup

Connection String: |E = RelayNamespace >.servicel et/:Share essKevName =<SASKevName are essKey=<SASKey >:E Dath = <k - i "l

Target URL: \ ort atl ‘

Ok Cancel
Connection String Locate and copy/paste your connection string from the Azure Portal.
Target URI The Target URI is the string that identifies your logical or physical resource,

beginning with the HTTP protocol followed by the host name, port number
and the path.

4.3 Azure SAS Auth Modifier

Shared Access Signatures (SAS) are the primary security mechanism for Service Bus messaging. They
exchange a connection string with a token that is used in the SOAP Web Service module or the HTTP
module. With the Azure SAS Auth modifier, Lasernet can both act as client (Azure SAS Auth) and server
(Azure Hybrid).
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Azure SAS Auth Properties

a® (.

General Setup

Connection String: | . _

Ok Cancel

Connection String Locate and copy/paste your connection string from the Azure Portal.
4.3.1 Jobinfos
The Azure SAS Auth modifier sets a Joblinfo.
ServiceBusAuthorization Value of the Azure SAS authentication token.

4.4 Azure Storage Input Module

The Azure Storage input module is used to pull files from BLOB Storage or messages from a Queue, at a
defined interval via the Scheduler.

The setup of the module consists of two pages: Connection and Command.

4.4.1 Connection
In order to access the Azure Storage API, the module’s Connection properties must be correctly configured.

Azure Storage 1 Properties

@ A g n P H#

General Setup Scheduling Pause Destinations Post JobInfos Connections Exit Modifiers  Job Events  Job Tracking  Security

& Connection *&* Command

Azure Storage: | €F Embedded - £ Add... 0 Edit...

12 Lasernet Azure 10
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On the Connection tab, you have the following options:

e Create an “embedded” connection: Embedded connection settings apply only to this module.
o Todo this, select Embedded from the Azure Storage list, then click Edit to configure the
connection.
e Create anew global connection: Multiple modules in this Lasernet configuration can share the
same “global” Connection item (to centralize management of connection configuration).
o To create a global Connection item, click Add beside the Azure Storage list.
e Use an existing global connection
o To use an existing global Connection item, select it from the Azure Storage list.
o To edit its connection properties, click Edit.

The image below shows a global Connection item in the Commands area of Lasernet Developer.

o

Tools

Q Search
I Servers

o
# % Modules

Forms

B Subforms
m Phrases

I Resources

Scripts

Connections
¢ Commands
- © Aaretomge

o
% Modifiers & My Connection StorageAccount Azure Storage

For both embedded and global connections, Lasernet displays a connection Properties window when you
edit the connection.

Azure Storage 1Properties

@A @om

@ Connection | % Command

Azure Storage: | € Embedded - © Add... £t Edit...

Azure Storage 1 Properties

General

Credentials: ®) Name +Key Shared Access Signature token (SAS) Application Registration
Storage account name: |Required
Key: Required

Development Storage:

Connection string:

¥ Test Connection ok Cancel
Schedule Input Grab JobEvents  Postloblnfos  Exit Modifiers  Output Grab Pause Destinations
& Test Connection Ok Cancel
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The module can use one of the following authentication methods:

e Name + Key: Access key authentication. Requires a Storage account name and a Key.

e Shared Access Signature (SAS): A signed URI that grants access to a specific Azure Storage
resource.

e Application Registration: Authentication based on managed application identities in Entra ID.
Requires a Client ID and Client Secret (which are the application credentials that Lasernet will use
to authenticate with Entra ID).

Each of these authentication methods has specific connection properties (described in the tables below).

Note: Global connections also have Name and Description properties to describe the Connection item
itself.

Note: You can use Joblnfo substitution in any connection property value (including SAS Token).

Tip: After you configure the connection, click Test Connection (in the bottom corner) to test the connection
properties.

4.4.1.1 Name + Key

Setting Description

Storage account name All access to Azure Storage is done through a storage account. This account can be a general-
purpose storage account or a Blob storage account specifically for storing objects/blobs.

Key The access key used to authenticate Lasernet while calling commands.

Development Storage If selected, the module connects to an Azure Storage emulator, which (for testing purposes) avoids
the need for a real Azure Storage account.

To use this feature, install an emulator such as Azurite, which Lasernet can use locally or remotely:
e  You can install Azurite on any server or workstation that will run or load the Lasernet
configuration that you want to test. For example, you might install it on Lasernet test
servers or computers running Lasernet Developer. By default, for security reasons, Azurite
accepts only local requests (to 127.0.0.1).
e  Or, Azurite can be configured to accept remote connections, so that it is shared. If you do
this, ensure that Lasernet can communicate with Azurite over the network.

After installing Azurite, configure and run it. For more information about installing, configuring, and
running Azurite, see Microsoft documentation.

When Development Storage is selected, Lasernet generates a connection string that causes
Lasernet to send Azure Storage requests to the emulator.

If necessary, modify the following settings:
. HTTPS: Specifies that an HTTPS connection to the emulator must be established.
o If HTTPS is selected, you must configure the emulator to use a certificate.
e Hostname: The hostname or IP address of the emulator. The default value (127.0.0.1) is
equivalent to localhost.
. Port: The port that the emulator is listening on.

Connection string If you copy a connection string for a storage account to the clipboard, this Connection string
property can interpret it and use its content to complete the Storage account name and Key
properties.

Click the Parse connection string on clipboard button at the end of the property box.

14 Lasernet Azure 10
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4.4.1.2 Shared Access Signature (SAS

Setting Description

Storage account name All access to Azure Storage is done through a storage account. This account can be a general-
purpose storage account or a Blob storage account specifically for storing objects/blobs.

Blob Container The top-level container name or the name of the queue.

Queue The property shown here differs depending on the Type (Blob or Queue) selected on the Command

tab of the module’s Properties window.

This property is optional. If you do not supply the container or queue name here, you must supply it
as a property of the command.

SAS Token The SAS token generated for the storage account.

4.4.1.3 Application Registration

Setting Description

Storage account name All access to Azure Storage is done through a storage account. This account can be a general-
purpose storage account or a Blob storage account specifically for storing objects/blobs.

Tenant Domain Click ... (three dots) at the end of the value box to enter the tenant domain.

Client ID The Application (client) ID of the application’s Entra ID app registration. Client ID identifies the app.

Client Secret A client sdecret generated for that app registration. Client Secret is essentially the application’s
password.

Important: This authentication method is not applicable to Azure Storage containers that are managed by
Microsoft Dynamics 365 Finance and Operations.

Note: Implementing application registration authentication requires additional configuration in Entra ID (for
the app registration) and for the specified storage account (to give that application identity permission to
interact with the storage).

To do that configuration, an Azure administrator must follow the instructions in the following Formpipe
knowledge base article: Configure Microsoft Azure to Support Lasernet Access to Azure Storage Through
App-Registration-Based Authentication. As part of that process, the Azure administrator will supply you with
the client ID and client secret that will enable you to configure application registration authentication for
Azure Storage modules in Lasernet.

4.4.2 Command

Select ‘Blob’ to download from a container, or ‘Queue’ to fetch messages.

Blob Files are downloaded from a specified Container.
Queue Messages are fetched from a specified Queue.

Please note that files and messages are deleted when polled.

15 Lasernet Azure 10
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4.4.2.1 Blob

Azure Storage Properties

@ A @ # =E O o= OB ¢

General Setup Schedulng Pause Destinations PostJobInfos Connections ExitModifiers Job Events Job Tracking Security

@ Connection | ** Command
Type: (® ) Blob & Queue
Container name: | Require -
Path: 0
Metadata: Key Joblnfo
Container name (Required) The container where the BLOBSs are located.
Path (Optional) The path within container.
Metadata Identify individual metadata fields (attached to the BLOB) that you want to be

transferred to Joblnfos.

4.4.2.2 Queuve

Azure Storage Properties

@ A @ # =E O o= OB ¢

General Setup Schedulng Pause Destinations PostJobInfos Connections Exit Modifiers Job Events Job Tracking Security
& Connection _' Command

Type: O Blob @ @ Queue

Queue name: |Required =

Queue name (Required) The queue name.

4.4.3 Joblinfos

The following Joblinfos are set for Jobs created from messages:

AzureStorageMessagelD GUID of the message.

AzureStorageMessagePopReceipt A BASE64 encoded GUID. The value of PopReceipt is opaque
to the client; its only purpose is to ensure that a message may
be deleted with the Delete Message operation.

AzureStorageMessageDequeueCount The DequeueCount element has a value of 1 the first time the
message is dequeued. This value is incremented each time the
message is subsequently dequeued.

Extension The extension of the filename.

16 Lasernet Azure 10
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Filename The name of the file without the path.
FilenameWithoutExt The name of the file without the extension.
FullFilename The name of the file including the path.
Filesize The size of the file in bytes.

Mimetype Content-type of the message.

4.5 Azure Storage Output Module

The Azure Storage output module is used to upload files to BLOB storage or to insert messages in Queues.

@A g owRE B #

General Setup Scheduling Pause D Jestinations  Pre JobInfo: ons  Enter M ers  ExitModifiers Data Written Job Events Job Tracking Security

@ Comnection | % Command

Azure Storage: | €F Embedded - & Add... o Edit....

General

Credentials: ® Name +Key Shared Access Signature token (SAS) Application Registration
Storage account name: |Required

Key: Required

Development Storage:

Connection string:

| » Test Connection Ok Cancel
Input Grab Pd Job Events Destinations

@ Test Connection Ok Cancel

The setup of the module consists of two pages: Connection and Command.

17 Lasernet Azure 10
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4.5.1 Connection
In order to access the Azure Storage API, the module’s Connection properties must be correctly configured.

This module’s connection is configured in the same way as the Azure Storage Input Module.
See section 4.4.1 Connection in the Azure Storage Input Module section to learn about connection types

(global and embedded) and how to configure each of the three available authentication options (name + key,
Shared Access Signature token (SAS), and application registration).

4.5.2 Command
One of two types of commands are available:

Blob Files are uploaded to a specified Container.

Queue Messages are inserted in a specified Queue.

4.5.2.1 Blob

Container name The container to upload the BLOBs to.

Path The path (within the container) to upload to. This property is optional.
Blob name The name of the file. This property is mandatory.

Metadata Metadata fields that will be added to the BLOB in Azure Storage. To add a

metadata field to the BLOB, click Add below the metadata table. In the Add
Metadata window, enter a Key name for the metadata, then enter a value

for the metadata in the Value box. You can select a Jobinfo from the list (or
enter a JobInfo name) to use dynamic data, or you can enter a static value.

4.5.2.2 Queuve
Queue name The queue to upload to.

4.5.3 Joblinfos

The following Joblinfo is used by the Azure Storage output module:

Mimetype Content-type of the message.

18 Lasernet Azure 10
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4.6 Azure Storage Connection

Connection to Azure Storage is added through the Commands menu in Lasernet.

Commands &

Connections | % Commands

> QleDB
ODBC
> Mative

@ SharePoint
@ SharePoint 365

@& Azure Storage i

Azure Storage Connection Properties

General

Credentials: ® Mame +Key Shared Access Signature token (SAS) Application Registration
Mame: Azure Storage Connection

Description: Optiona

Storage account name: |Reguired

Key: Required
Development Storage:
{Requires certificate set up = ato
: |Required
Port: 10000
Connection string:
¥ Test Connection [o]3 Cancel

Connections added here have Name and Description properties to describe the Connection item itself.
Three types of authentication are available. For information on how to configure them, see:
e 4.4.1.1 Name + Key

e 4.4.1.2 Shared Access Signature (SAS)
e 4.4.1.3 Application Registration
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4.7 Azure Storage BLOB Command

Azure Storage Blob commands are added through the Commands menu in Lasernet.

Commands )
Connections '.5_' Commands

“ Command Text
fx Stored Procedure
& SharePoint

B Azure Storage Blob

@ Azure Storage Queue

There are five different command types to choose from:

* Create Container
* Delete Container
* Upload Blob

» Download Blob

 Delete Blob

4.7.1 Create Container

A container groups together of a set of blobs. All blobs must be in a container. An account can contain an
unlimited number of containers. A container can store an unlimited number of blobs. Please note: the
container name must be lowercase.

Edit Azure Storage Blob Command x

Command

Connection: | @& Azure Storage Connectior ~ ©add... Edit...
Type: CREATE CONTAINER. -

Container name: |Require

Public: (Anyone on the Internet can see blobs in a public container)

Ok Cancel

Anyone using the Internet can see blobs in a public container, but you can only modify or delete them if you
have the appropriate access key.
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4.7.2 Delete Container

This command type is used to delete a container and all the blobs within in.

Edit Azure Storage Blob Command X

Container name:  Re:

Command
Connection: | @& Azure Storage Connectior ~ Qadd...
Type: DELETE CONTAINER -

ok

Edit...

Cancel

4.7.3 Upload Blob

© Formpipe.

This command type is used to upload a file to a specified Container (using an optional path within the

Container if required).

Edit Azure Storage Blob Command x

Container name: |Re

Path:
Blob name: #Filename#
Datain: ® JobData JobInfo:
Metadata: Key Value
© s« Edit Remove

Ok

Command
Connection: | @& Azure Storage Connectior ~ ©Oadd...
Type: UPLOAD BLOB -

REdit...

Cancel

Data can be uploaded from either JobData or a JoblInfo.

21
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4.7.4 Download Blob

This command is used for downloading files by their given blob name.

Edit Azure Storage Blob Command X

Command

Connection: | & Azure Storage Connectior ~

Type: DOWNLOAD BLOB e
Container name: | Rec

Path:

Blob name: #Filename =

Datain: ® JobData JobInfo:

Metadata: Key Joblinfo

© A« Edit

©add...

Ok

Edit....

Cancel

4.7.5 Delete Blob

This command type is used for deleting a blob by its given nhame.

Edit Azure Storage Blob Command X

Command

Connection: | & Azure Storage Connectior ~
Type: DELETE BLOB -
Container name: |Require

Path:

Blob name: #Filename#

©add.

Ok

REdit....

Cancel

22
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4.8 Azure Storage Queue Command

Azure Storage Queue commands are added through the Databases menu in Lasernet.

Object Box =)
Connections | % Commands

“ Command Text
Jfx Stored Procedure
B SharePoint

) Azure Storage Blob

= Azure Storage Queue

There are five different command types to choose from:

* Create Queue
* Delete Queue
* Insert Message
* Peek Message

* Get Message

4.8.1 Create Queue
This command type is used for creating a message Queue.

Edit Azure Storage Queue Command

Command

Connection: | @ Azure Storage Connection ©Add... BEdit...
Type: CREATE QUEUE i

Queue name: |Require

Ck Cancel
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4.8.2 Delete Queve
This command type is used for deleting a message Queue along with all contained messages.

Edit Azure Storage Queue Command X

Command

Connection: | @ Azure Storage Connection  ~ ©add... ReEdit...
Type: DELETE QUELE -

Queue name: |Require =

Ok Cancel

4.8.3 Insert Message
This command type is used for inserting a message in a specified Queue.

Edit Azure Storage Queue Command

Command

Conngction: | @ Azure Storage Connection ©Add... LeEdit...
Type: INSERT MESSAGE M

Queue name: |Required -
Datain: ®) JobData JobInfo: | B -

Ok Cancel

Data can be inserted from either JobData or a JoblInfo.
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4.8.4 Peek Message

© Formpipe.

This command type is used for peeking at a message in a specified Queue. Peeking a message does not

delete it.

Edit Azure Storage Queue Command x

Command

Connection: | @ Azure Storage Connection ©add... LeEdit...

Type: PEEK MESSAGE '

Ok Cancel

Queue name: |Required =

Data in: ® JobData JobInfo: | E@ -

Data can either be inserted in JobData or a JoblInfo.

For a list of JobInfos set, see Queue.

4.8.5 Get Message

This command type is used for fetching a message from a specified Queue. Fetching the message will

delete it from the Queue.

Edit Azure Storage Queue Command X

ok Cancel

Command

Conngction: | @ Azure Storage Connection = OAdd... LxEdit...
Type: GET MESSAGE -

Queue name; |Require -
Data in: ®) JobData JobInfo: | @ -

Data can either be inserted in JobData or a JoblInfo.

25
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For a list of JobInfos set, see Queue.

4.9 Azure Storage Scripting

It is possible to call Azure Storage commands directly via scripting in Lasernet, just like modifiers and
SharePoint commands. This is done via an array called “azurestorecommands”. In order to retrieve a
specific command, use the index operator “[]” and a string with the name of the command as an argument.
You can then use the “run” function to invoke the command.

Please see the screen-shot below for an example.

Azure Storage * - Lasernet Script Editor 10

File Edit Tools View Help

Select Grab File U Parse est H Save [ Print 3( Cut Copy [_ § Paste O Undo
1 function azurestorage()
B 1
3 azurecommands['CreateContainer'].run(job);
4 if (job.getlobInfo('AzureStorageResult') == 'true')
I {
6 azurecommands ( 'UploadBlob'].run{job);
7 ¥
8
9

] 3

Azure Storage Ln 8, Col 2

Tip: You can drag any Azure Storage Command from the configuration into the editor window and the script
for running it (including the value and parameter), will be automatically inserted.

4.10 Azure Service Bus Input Module
The Azure Service Bus input module is used to pull messages from a Service Bus Queue or a Service Bus
Subscription. Lasernet is notified of new messages by a Push-style notification system, so no Scheduler

setup is required.

4.10.1 Configuration
To access to the Azure Service Bus API the properties must be correctly configured on the Setup page.
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Azure Service Bus Properties

@ noo> H#

General Setup Pause Destinations Post JobInfos

Post JobInfos  Ext Modffiers  Output Grab Pause Deastinations

Type: Queue -
Connection String: | poyired - Copy and Paste
Eﬂdpﬂiﬂtl equired - Hostname for the Queue o OpIC/SuUDSCrIpton
Entity Path:
SAS Key Name:
SAS Key: Lequired - Shared Access Key (Base64 encoded)
Batch Mode
InputGrab b Events
& Test Connection

Connections  Exit Modifiers Job Events Job Tracking Security

ok Cancel

Type

Connection String

Subscription

Entity Path
SAS Key Name
SAS Key

Batch Mode
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Choose between Queue or Topic. Queues are used when you have one
sender and one recipient, or if you need to balance the load by distributing
messages between multiple recipients. If several input ports pull messages
from the same queue, the messages will be distributed between them.

Topic is used when you have one sender and several recipients. Each
recipient must have its own subscription. Messages are delivered once to
each subscription.

You can copy and paste the connection string from the Azure Portal. The
remaining fields will be automatically populated by the content of the
connection string. Alternatively, you can fill the remaining fields and the
connection string will be automatically built.

Only visible in Topic mode. Enter the name of the subscription to pull
messages from.

The name/path of the Queue or Topic.

The name of the Shared Access Service (SAS) key.

The Shared Access Service (SAS) key used to authenticate Lasernet.

If Batch Mode is not activated the Azure Service Bus will process all the
incoming jobs in multi-threaded mode for that specific module. If Batch Mode
is activated, any Azure Service Bus queue, for where Batch Mode is

activated, will share a single core by running the jobs in single threaded
mode.
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© Formpipe.

The following Joblinfos are set for Jobs created from messages:

AzureServiceBusContentType

AzureServiceBusCorrelationld

AzureServiceBusDeliveryCount

AzureServiceBusExpiresAtUtc

AzureServiceBusForcePersistence

AzureServiceBusLabel

AzureServiceBusLockedUntilUTC

AzureServiceBusMessageld

AzureServiceBusMessagePropertyNames

AzureServiceBusMessagePropertyValues

AzureServiceBusPartitionKey

AzureServiceBusReplyTo

AzureServiceBusReplyToSessionld

Content-type of message contents (see also MimeType).

The Correlationld for this message, if specified by
sender.

The number of times the message has been delivered.

Date and time in UTC at which the message is set to
expire (RFC1123 format.

Sets a value to indicate whether the message is to be

persisted to the database immediately instead of being
held in memory for a short time. Ignored if message is
sent to a non-express queue.

A sender-assigned Label for the message, if present.
Specifies when the initial lock expires — the lock is
automatically extended by Lasernet if processing

exceeds the lock timeout.

The (sender-assigned) message Id. Can be used to
detect duplicates.

Array of metadata field names to associate with the
message.

Array of metadata field values to associate with the
message.

Partition key for sending a transactional message to a
queue that is not session-aware.

The queue or topic to send replies to, if specified by
sender.

The session ID to send replies to on a session-aware
queue, if specified by sender.

AzureServiceBusScheduledEnqueuedTimeUTC The time when the message was submitted to the queue

AzureServiceBusSequenceNumber

AzureServiceBusSessionID

AzureServiceBusTimeToLive
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or topic.
The unique number assigned to the message.

The SessionID for this message, if session-aware queue
is used.

The message’s time to live value in seconds. This is the

duration after which the message expires, starting from
when the message is sent to the Service Bus.
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AzureServiceBusTo The send to address.

AzureServiceBusViaPartitionKey Partition key value when a transaction is to be used to
send messages via a transfer queue.

MimeType The MIME type of the message content if specified by
sender.

If any custom properties (metadata) are attached to the message, they will also be set as JobInfos.
Properties are treated as key-value pairs. Objects and arrays (JSON) are not supported.

4.11 Azure Service Bus Output Module

The Azure Service Bus output module is used to push messages to either an Azure Service Bus Queue or
an Azure Service Bus Topic. If messages are sent to a Topic, the message will be distributed to all
Subscribers to that Topic.

4.11.1 Configuration
The Azure Service Bus output module requires several setting to be filled in order to gain access to the
Azure Service Bus API.

Azure Service Bus Properties

@ a8 ol B #H = = O X 2

General Setup Scheduling Pause Delivery Destinations Pre JobInfos Post Joblnfos Connections Enter Modifiers ExitModifiers Data Written Job Events Job Tracking Security

Type: Queue ~

Connection String:

Endpoint: Required - Hostname for the Queue of
Entity Path: -
SAS Key Name: Lequired

SAS Key: Required - Shared Access Key (Base64 encoded

Custom Properties:  pjame Value
© Add E mo
Input Grab Pause Schedule Pre Jobinfos  Enter Modifiers Waner o B, Data Written  PostJoblnfos  Extt Modifiers  OutputGrab  Job Events Destinations
@ Test Connection Ok Cancel
Type Choose between Queue or Topic. Queues are used when you have one

sender and one recipient, or if you need to balance the load by distributing
messages between multiple recipients. If several input ports pull messages
from the same queue, the messages will be distributed between them.

Topic is used when you have one sender and several recipients. Each
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Connection String

Entity Path
SAS Key Name

SAS Key
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© Formpipe.

recipient must have its own subscription. Messages are delivered once to
each subscription.

You can copy and paste the connection string from the Azure Portal. The
remaining fields will automatically be populated by the content of the
connection string. Alternatively, you can fill the remaining fields and the
connection string will be automatically built.

This is the name/path of the Queue or Topic.

The name of the Shared Access Service (SAS) key.

The Shared Access Service (SAS) key used to authenticate Lasernet.
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4.11.2 Custom Properties / Metadata

It is possible to add custom properties to a message sent via the Azure Service Bus. Custom properties are
key-value pairs which are distributed alongside the message. The custom properties are sent as HTTP
headers. This imposes some restrictions on the content of the key. It must abide by the restrictions for
header names defined in RFC2616.

If you use characters that are not allowed according to RFC2616, Lasernet will either remove them (ASCII
128 or higher), or replace them with hyphens (control-characters and separator-characters).

The value will be encoded as a JSON string in the HTTP request to the Azure Service Bus API.

4.11.3 Jobinfos

The following Jobinfos are used by the Azure Service Bus output module:

AzureServiceBusCorrelationld The Correlationld for this message.

AzureServiceBusForcePersistence Force the message to be written to persistent storage
immediately.

AzureServiceBusLabel A sender-defined label.

AzureServiceBusMessagelD Identifier of the message. This is a user-defined value
that the Service Bus can use to identify duplicate
messages.

AzureServiceBusMessagePropertyNames Array of metadata field names to associate with the

message (see section 4.8.4).

AzureServiceBusMessagePropertyValues Array of metadata field values to associate with the
message (see section 4.8.4).

AzureServiceBusMimeType The MIME type of the message content. Defaults to
application/octet-stream if not set.

AzureServiceBusPartitionKey A partition key for sending a transactional message to a
queue or topic that is not session-aware.

AzureServiceBusReplyTo The address of the queue to send replies to.
AzureServiceBusReplyToSessionld The Sessionld to reply to.
AzureServiceBusScheduledEnqueueTimeUtc The date and time in UTC at which the message will be
enqueued. Specified as a RFC2822 date/time string.
Example: “Thu, 01 Sep 2016 08:28:01 GMT".
AzureServiceBusSessionld The identifier of the session.
AzureServiceBusTimeToLive The message’s time to live in seconds. Messages older
than the time-to-live value will expire and no longer be

retained in the message store.

AzureServiceBusTo The send-to address.
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AzureServiceBusViaPartitionKey Sets a patrtition key value when a transaction is to be
used to send messages via the transfer queue.

Each of these JoblInfos (except MimeType) corresponds to a similar named property of a Service Bus
BrokeredMessage object. For more information about these properties, please refer to Microsoft’s
documentation of the Azure Service Bus and Brokered Messaging.

4.11.4 Custom Properties / Metadata using Joblinfos

If the custom properties of the message are not static, it is possible to add dynamic custom properties to a
message by using Jobinfos. As described in 4.11.2, custom properties are key-value pairs. Therefore, you
must manipulate two Joblnfos to add a custom property;

AzureServiceBusMessagePropertyNames The name of the key for the custom properties. See also
4.11.2 about character restrictions of message property
keys.

AzureServiceBusMessagePropertyValues The value of the custom properties.

The Jobinfos are treated as arrays, where the first entry in MessagePropertyNames defines the key of the
first property, and the first entry of the MessagePropertyValues defines the value of the first property, and so
forth.
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